UM’s Implementation of
CanelD Authentication Services
(CAS)

Tim Ramsay
Information Technology
December 12, 2006

A (2) Web Application determines the User is not logged in

(1) User attempls lo access Web Application———~

{12)'Web Apphcation blemalyfogs e User in

3) Web Application sends a redirect to the browser
-« PP —  uses has access)

and sends to CAS

{7) Browser accesses Web Application with ST———>

(11) Web Application delermines if User
- has access >

\ Web Application Server Web Application Database
)

User(s)

o>

~4—SVO M LS SaYuaA voneoddy Qam (8)——
{paiwesaid 5| 1§ P,
SBINGUAE 138N YiIM TWX SUINB) SYD

(9) CAS retrieves user,
- ibutes =

<(5) CAS Vafidates CanelD,
and Password

CanelD Authentication Service CanelD Authentication Store
Https://caneid.miami.edu and User Attribute Database




CAS Application Overview
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 Authentication vs. authorization
“Who am |, what can | do?”
— Data Classification

* Allocation of accounts

— Automated
*  “We tell you”
— On-demand
*  “You tell us”
* User self help
—  “Help me help myself’




Goals and Next Steps

* Goal 1. Single token, single sign-on
authentication mechanism
— Minimize the number of applications that need
to be trusted with the security credential
« Goal 2: Provide information to authorize
services, e.g. role (student, faculty, etc.)
+ Ease of expansion
— Blackboard
— Spam Filter (Proofpoint)
—  External Applications




